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“and they shall beat their swords into ploughshares,
and spears into pruning hooks; nation shall not lift

up sword against nation; neither shall they learn war
any more.” Isaiah 2:4

10
12
15
13
21

SPRING 2026

Q&A: ‘Built for this moment’

A conversation with Paul Heidebrecht
by Jessica West

A Record Year

Canada’s Largest Defence Suppliers to the US:
FY 2025

by Kelsey Gallagher

Civil Society In Action
Reflections from Global Affairs Canada
Consultations

by Jessica West and Branka Marijan

After Containment
Canada in an expanding nuclear era
by Jessica West

The Autonomous Conductor?
Al and the future of command
by Branka Marijan

When Trust Breeds Vulnerability

Al Disinformation, and Security in the Grey Zone

by Ishmael Philip Carrey

Autonomous North
Geopolitics, Al, and Climate
by Kianna Low-A-Chee

The Ploughshares Monitor
Volume 47 | Issue 1

PROJECT PLOUGHSHARES STAFF

Kelsey Gallagher Branka Marijan
Lynne Griffiths-Fulton Matthew Pupic
Paul Heidebrecht Jessica West

RESEARCH ASSISTANTS

Ishmael Philip Carrey
Kianna Low-A-Chee

30

years

The Ploughshares Monitor is the quarterly
journal of Project Ploughshares, the peace
research institute of The Canadian Council

of Churches. Ploughshares works with
churches, nongovernmental organizations, and
governments, in Canada and abroad, to advance
policies and actions that prevent war and armed
violence and build peace. Project Ploughshares
is affiliated with the Kindred Credit Union
Centre for Peace Advancement, Conrad Grebel
University College, University of Waterloo.

Office address:

Project Ploughshares

140 Westmount Road North

Waterloo, Ontario N2L 3G6 Canada
519-888-6541, 1-888-907-3223
plough@ploughshares.ca; www.ploughshares.ca

Project Ploughshares gratefully acknowledges
the ongoing financial support of the many
individuals, national churches and church
agencies, local congregations, religious orders,
and organizations across Canada that ensure
that the work of Project Ploughshares continues.

We are particularly grateful

to The Simons Foundation Canada
M in Vancouver for its generous
support.

All donors of $50 or more receive

a complimentary subscription

to The Ploughshares Monitor. Annual
subscription rates for libraries and institutions
are: $35 in Canada, $45 (US) in the United
States, $50 (US) internationally. Single copies
are $12.50 plus shipping.

Unless indicated otherwise, material may be
reproduced freely, provided the author and
source are indicated and one copy is sent
to Project Ploughshares. Return postage

is guaranteed.

Publications Mail Registration No. 40065122.
ISSN 1499-321X.

The Ploughshares Monitor is indexed
in the Canadian Periodical Index.

Printed at Innovative Digital, Listowel, Ontario.
Printed with vegetable inks on paper
with recycled content.

Funded by the I+l
coverment | (Canada

The Ploughshares Monitor, the quarterly publication of Project Ploughshares, is available online at www.ploughshares.ca.



PROJECT PLOUGHSHARES

A conversation with Ploughshares Director Paul Heidebrecht

‘Built for this
moment’

Written by Jessica West

SA

Council of Churches and Conrad Grebel University College. Dr. Paul Heidebrecht joins as part-

Project Ploughshares is entering a new chapter through a partnership between the Canadian

time Director for a transitional period of up to two years. He brings academic expertise, com-
munity peacebuilding experience, and strong church and civil society ties.
This transition comes as Project Ploughshares marks its 50th anniversary—a moment for reflec-
tion, renewal, and recommitment. In the conversation that follows, Ploughshares Senior Researcher
Jessica West speaks with Paul about the partnership, his role during this transition, and the evolving

peace and security landscape.

Jessica: The Canadian Council of Churches has en-
tered into a new partnership with Conrad Grebel
University College during a period of transition
for Project Ploughshares. What prompted this
collaboration now?

Paul: Conrad Grebel has been a stakeholder in
Project Ploughshares from the outset. In 1976,
Grebel provided space and support to Ernie Re-
gehr and church-led peace and disarmament ef-
forts, while also launching Canada’s first peace
and conflict studies program at the University
of Waterloo. Those early connections between
researchers, educators, advocates, and students
helped shape both PACS and Ploughshares.

In 2014, Ploughshares returned to the Greb-
el community when it joined the newly opened
Kindred Credit Union Centre for Peace Advance-
ment. Ploughshares’ mission remains closely
aligned with Grebel’s, and its ongoing impact is
deeply valued across the Grebel community.
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Jessica: How does this arrangement support Proj-
ect Ploughshares’ mission and long-term sustain-
ability?

Paul: Grebel has a clear stake in Ploughshares’
long-term success and brings strengths that can
support its next phase. Thanks to the support of
a generous donor, this new arrangement provides
additional capacity for organizational leadership
and operations over the next two years.

As Director, I bring experience relevant to or-
ganizational renewal, having supported over thir-
ty new peace and justice initiatives through the
Grebel Peace Incubator since 2014. The broader
Centre for Peace Advancement community also
offers valuable expertise and opportunities for
collaboration in the areas of peace education, re-
search, and systems change.

Jessica: You are employed by Conrad Grebel Uni-
versity College while serving as Director of Proj-
ect Ploughshares. How do you understand your
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role and responsibilities in this moment?

Paul: The leadership of Project Ploughshares is
ordinarily more than a half-time role, so I will be
focusing on priorities identified by the Manage-
ment Committee. This includes relating to part-
ners, enhancing financial sustainability, revital-
izing governance, and supporting the staff team.
I will be putting my energy into strategic and
relational priorities rather than getting directly
involved in program work.

I will continue to serve as the Director of the
Kindred Credit Union Centre for Peace Advance-
ment on a half-time basis over the next two years.
That means I will be stepping back from from
classroom teaching and some research activities.
This arrangement also
creates opportunities
for collaboration be-
tween Ploughshares
and the Centre for
Peace Advancement.
For example, the Greb-
el Gallery will host an
exdhibit celebrating
Ploughshares’ 50th
anniversary later this
year.

for this moment. This is also a moment

Jessica:  You've also
worked across both
academic and commu-
nity spaces. How do
those experiences in-
form the way you ap-
proach leadership at Project Ploughshares?

Paul: My appproach to leadership has also been
also shaped by directing MCC Canada’s Ottawa Of-
fice and serving on the steering committee of KAI-
ROS Canada. At MCC, I saw how trust with gov-
ernment policymakers is built over time. I worked
to sustain that credibility through careful research
and strong relationships on behalf of our program
partners. I also learned that collaboration unlocks
potential—within organizations and across coali-
tions. That lesson has been reinforced through my
work in the University of Waterloo’s innovation
ecosystem: with the right leadership, institutions
can be more than the sum of their parts.
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Project Ploughshares has
a remarkable history and
continues to play a significant role in
international disarmament at a time
when the wotld is re-arming. I am
convinced that Ploughshares was built

to renew the organizational foundation
that supports that work.

Jessica: As Project Ploughshares marks its 50th
anniversary, what does success look like in this
transitional period, and how are you thinking
about renewal and growth?

Paul: Project Ploughshares has a remarkable
history and continues to play a significant role
in peace and disarmament efforts at a time
when the world is re-arming. I am convinced
that Ploughshares was built for this moment.
This is also a moment to renew the organiza-
tional foundation that supports that work. Over
the next two years, my goal is to clarify our
model and secure the leadership Ploughshares
needs for its next fifty years. Major anniversa-
ries are wonderful opportunities to reflect and
celebrate, but also
to reinvigorate an
organization. Mile-
stones create space
not only to reflect on
the past, but to lis-
ten to the next gen-
eration of partners
and supporters. My
ambition for 2026 is
that we listen care-
fully and emerge
with renewed clar-
ity and purpose.

Jessica: Stepping
back from the orga-
nizational questions
for a moment, what
do you see as the most pressing peace and secu-
rity challenges facing Canada and the world right
now?

Paul: Many of today’s most pressing peace and se-
curity challenges stem from technological change.
Technology has transformed society, but it has
also introduced profound risks. This includes the
reliance on fossil fuels that is accelerating climate
change, technological shifts that reshape labour
markets and deepen inequality, and digital com-
munication systems that are eroding trust in in-
stitutions and social norms. We are losing our ca-
pacity to work together at precisely the moment
when collective action is most urgent.
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Dr. Paul Heidebrecht joins Project Ploughshares as part-time Director for a transitional period of up to two years. He brings academic expertise,
community peacebuilding experience, and strong church and civil society ties. Conrad Grebel University College

Jessica: Where do you think civil society orga-
nizations like Project Ploughshares add distinc-
tive value in responding to those challenges?

Paul: For five decades Ploughshares has worked
to restrain the development and use of new tech-
nologies of warfare. We bring a critical lens to
the intersection of peacebuilding and technolo-
gy—contributing to global movements that have
influenced government policy. As countries pur-
sue new generations of nuclear weapons, expand
military activity into domains such as space,
and integrate Al into warfighting, this work is
more urgent than ever. It requires collabora-
tion—with long-standing and new partners—to
identify practical levers for change in an increas-
ingly fragmented policy environment. It also
means strengthening engagement with grassroots
supporters within and beyond our sponsoring
churches and agencies.

Jessica: In the face of all this, what gives you
hope?

Paul: I've had the privilege of working with re-

markable changemakers through the Centre for
Peace Advancement: students discovering how
they can make a difference beyond the classroom,
founders of start-ups in the Grebel Peace Incu-
bator, artists sparking community conversations,
and, of course, the dedicated staff of Project
Ploughshares. I know that change is possible be-
cause | have seen it happen. Sometimes the im-
pact is small, sometimes it is profound—but the
fact that it happens gives me hope.

Jessica: As we close, what is one message you
would like every Ploughshares Monitor reader to
take with them from this conversation?

Paul: Project Ploughshares was built for this mo-
ment. Inrecent conversations, I've heard partners
affirm the unique and important contributions
the Ploughshares team is making. I've heard the
same from sponsors and supporters who believe
this voice is needed more than ever. As we mark
this anniversary year, I’'m committed to listening
carefully and engaging widely. I welcome your
reflections, ideas, and questions as we move for-
ward together. O

Jessica West is a Senior Researcher at Project Ploughshares. She can be reached at jwest@ploughshares.ca.
Paul Heidebrecht is the Director of Project Ploughshares. He can be reached at pheidebrecht@ploughshares.ca.
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ARMS TRADE

A RecordYear

Canada’s Largest
Defence Suppliers
to the US: FY2025

Written by Kelsey Gallagher

he Canadian Commercial Corporation

I (CCC) plays a central, if often overlooked,
role in Canada’s defence trade with the US.

As a federal crown corporation, it acts as the gov-
ernment-to-government contracting authority
through which Canadian firms secure export con-
tracts with foreign states. Defence and aerospace

dominate the CCC’s portfolio, and the recently re-
branded US Department of War (DOW) is, by a
wide margin, its most significant customer.

Under the Defence Production Sharing Agree-
ment between Canada and the US, Canadian
military exports to the US valued at more than
US$350,000 must be channelled through the
CCC. In practice, this makes the corporation a
key conduit for much of Canada’s defence sales
to the US government.

In fiscal year (FY) 2025 (April 1, 2024 to March
31, 2025), the CCC concluded contracts with the
US DOW worth $2.07 billion,* breaking all pre-
vious records for annual CCC-brokered defence
sales to the US. This staggering number marked
a 91.3 per cent increase over F'Y2024 sales, and a
134 per cent increase over F'Y2023.

The following are the leading Canadian military
suppliers to the US DOW through CCC-brokered
contracts in F'Y2025 by total value of all reported
awards. The data is drawn from annual Access to

6 THE PLOUGHSHARES MONITOR

Information and Privacy requests submitted by
Project Ploughshares to the CCC, supplemented
by government disclosures, US Treasury Depart-
ment federal spending data, US government an-
nouncements, and secondary reporting.

Although the data is received annually through
the CCC, many of the contracts represent sub-
awards under larger, multi-year US procurement
programs that were signed in prior years. As each
award may also be modified over the course of its
life cycle, this data is time-bound and therefore
subject to change at any time.

1

General Dynamics Ordnance and Tactical Sys-
tems (GD-OTS) is Canada’s largest manufacturer
of munitions, producing everything from small-
calibre ammunition to tank shells for both do-
mestic use and export markets. The company’s
Valleyfield, Quebec facility specializes in the
production of propellants that generate the con-
trolled explosive force required to launch these
munitions, and has seen a significant increase in

General Dynamics Ordnance and Tactical
Systems (GD-OTS) — Canada Valleyfield Inc.
- $744,576,028
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https://www.ccc.ca/en/canadian-exporters/dpsa/
https://www.ccc.ca/en/insights-for-exporters/u-s-dod-updates-acquisition-thresholds-key-facts-for-canadian-suppliers/
https://www.ccc.ca/wp-content/uploads/2025/10/CCC_2024-25_Annual_Report_EN_WEB.pdf#page=1

ARMS TRADE

Top 20 Canadian suppliers of military goods to the US via the CCC (FY2025)

SUPPLIER SUM OF CONTRACTS

General Dynamics OTS - Canada Valleyfield Inc.

General Dynamics Land Systems - Canada Corporation

Wescam Inc.

General Dynamics OTS - Canada Inc
AirBoss Defense Group Ltd

CMC Electronics Inc.

Ultra Electronics TCS Inc.

Indal Technologies Inc.

Emergent BioSolutions Canada Inc.
MTU Maintenance Canada Ltd.
Rolls-Royce Canada Ltd

EMS Technologies Canada Ltd.
Liftking Manufacturing Corp

Reivax North America Inc.
Canadian Helicopters Limited
Standard Aero Limited, Winnipeg
Patriot Forge Co.

W.R. Davis Engineering Ltd.
Coulson Aircrane Ltd.

J.A. Larue Inc.

artillery-related exports since Russia’s 2022 inva-
sion of Ukraine.

In particular, GD-OTS Valleyfield is a leading
supplier of M31 propellants for the 155mm Modu-
lar Artillery Charge System. In F'Y2025, the facility
contributed to a major multi-year prime contract
valued at $2.43 billion to supply M31 triple-base
propellant for 155mm artillery charge systems to
the US Department of the Army. This prime con-
tract was originally signed by the CCC in July 2019,
with an ordering period ending in July 2026.

The high value of individual awards to GD-
OTS Valleyfield under this agreement was a sig-
nificant driver of the record-breaking total of
CCC contracts awarded to the US DOW through-
out FY2025.
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$744,576,028
$418,494,447
$207,977,018
$99,456,614
$58,323,182
$46,912,219
$40,865,608
$39,434,093
$36,259,967
$30,879,685
$25,950,196
$24,848,793
$24,834,016
$24,596,890
$20,546,052
$18,838,376
$16,130,452
$14,618,941
$13,854,330
$13,721,104

General Dynamics Land Systems -
Canada - $418,494 ,447

2

General Dynamics Land Systems - Canada
(GDLS-(), based in London, Ontario, is a major
producer of armoured combat vehicles and is an-
other of several Canadian subsidiaries of the US-
based defence giant General Dynamics.

GDLS-C has long produced light armoured ve-
hicles (LAVs), 8-wheeled combat vehicles avail-
able with different armaments in numerous
configurations. Since the 1980s, GDLS-C has ex-
ported thousands of LAVs to foreign clients, with
most destined for either the US or Saudi Arabia.

In FY2025, GDLS-C’s largest single contract,
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ARMS TRADE

The Canadian Commercial Corporation concluded contracts with the
US Department of War worth $2.07 billion, breaking all previous

records.

valued at $381 million, was issued by the US
Department of the Army through the Foreign
Military Sales (FMS) program for the supply of
Stryker armoured vehicles to Bulgaria. While
the initial approval covered 183 vehicles, recent
reporting suggests this figure has increased to
198.

The FMS program is a US government mech-
anism for selling defence articles to foreign gov-
ernments and serves as a primary channel for
arming allies and partners. The Stryker sale to
Bulgaria occurs amid broader European rear-
mament efforts following Russia’s invasion of
Ukraine.

3 L3Harris Wescam - $207,977,018

L3Harris Wescam is a world-leading manufac-
turer of electro-optical/infra-red (EO/IR) sen-
sors used across multiple US military branches
for surveillance, target acquisition, and, in some
cases, airstrike coordination.

In FY2025, the company’s largest single award
to the US DOW, valued at $182 million, was is-
sued under a multi-year agreement with the US
Department of the Navy. Originally signed in
December 2023, the contract runs through late
2028 and concerns the supply of multiple EO/
IR sensor systems, including the MX-10, MX-
15, and MX-20, as well as repair and sustainment
services for existing units.

In October 2025, Project Ploughshares identi-
fied the use of L3Harris Wescam EO/IR sensors
during US-led airstrike operations against al-
leged narco-terrorists in the Caribbean Sea. Hu-
man rights monitors and United Nations officials
characterized the operations as extrajudicial kill-

ngs.
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General Dynamics Ordnance and

Tactical Systems (OTS) - Canada Inc. -

$99,456,614
In addition to its Valleyfield production line, GD-
OTS operates three other facilities in Canada. Its
Repentigny, Quebec facility oversees munitions
manufacturing, including the production of cas-
ings and the assembly of military-grade ammu-
nition, commonly referred to as Load, Assemble,
and Pack (LAP) services.

In FY2025, the company performed work un-
der a contract originally signed through the CCC
with the US Department of the Army in Au-
gust 2022. The contract covers LAP services for
60mm, 81lmm, and 120mm High Explosive mor-
tar cartridges, as well as 120mm M931 full range
practice cartridges. The agreement remains in
effect through September 2029 and is funded
by the US Army’s Joint Munitions Command,
headquartered at Rock Island Arsenal, Illinois.

5 AirBoss Defense Group Ltd. - $58,323,182

AirBoss Defense Group (ADG) is the Canadian
arm of the US-based AirBoss Defense Group and
manufactures protective equipment for military
end-users, particularly Chemical, Biological, Ra-
diological, and Nuclear (CBRN) gear.

In 2025, ADG, through the CCC, secured a ma-
jor contract with the US DOW for the procure-
ment of lightweight molded overboots (MALOs)
designed to protect against chemical and biologi-
cal threats. The contract was awarded through
the Troop Support division of the Defense Logis-
tics Agency, which acts as a supply hub for US

military service branches.
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https://www.shephardmedia.com/news/landwarfareintl/bulgaria-to-receive-first-strykers-in-february-as-part-of-force-equipment-refresh/
https://ploughshares.ca/targeted-from-above-canadian-sensors-facilitating-unlawful-u-s-airstrikes-in-the-caribbean/
https://ploughshares.ca/targeted-from-above-canadian-sensors-facilitating-unlawful-u-s-airstrikes-in-the-caribbean/
https://www.hrw.org/news/2025/09/18/us-maritime-strikes-amount-to-extrajudicial-killings
https://www.hrw.org/news/2025/09/18/us-maritime-strikes-amount-to-extrajudicial-killings
https://www.ccc.ca/en/announcements/ccc-adg-win-82-million-usd-contract-with-us-military-for-protective-overboots/
https://www.ccc.ca/en/announcements/ccc-adg-win-82-million-usd-contract-with-us-military-for-protective-overboots/

ARMS TRADE

CMC Electronics Inc. - $46,912,219

CMC Electronics of Montréal, Quebec, is a major
manufacturer of avionics systems used in both
commercial and military aerospace platforms.
According to the company, more than 130 differ-
ent aircraft platforms active in 80 countries rely
on CMC-produced technology, spanning fixed
wing, rotary wing, and uncrewed systems.

In FY2025, CMC Electronics received a sub-
award under a broader US DOW contract issued
in FY2024 to supply flight control computers for
the UH-60 Black Hawk helicopter. This follows
earlier contracts supporting the Black Hawk pro-
gram, including the provision of Flight Manage-
ment Systems for the US Army, US Air Force,
and several unspecified international customers.

According to The Military Balance (2025), the
Black Hawk remains a cornerstone of the US
rotary-wing inventory, with the US Army alone
currently operating 1,755 aircraft.

Ultra Electronics TCS Inc. - $40,865,608

Ultra Electronics TCS produces electronic sys-
tems for military end-use with a particular fo-
cus on tactical and strategic radio and commu-
nications equipment. It is a subsidiary of Ultra
Electronics, headquartered in Middlesex, United
Kingdom.

In FY2025, through the CCC, the company
produced ORION radio systems for the US
Army’s Terrestrial Transmission Line of Sight
(TRILOS) Radio Program, which extends bat-
tlefield communications when satellite connec-
tivity is unavailable. This work represents the
later stages of a multi-year contract valued at
up to US$500 million, signed through the CCC
in 2019. O

*Unless otherwise noted, all values are in Canadian dollars.

Kelsey Gallagher is a Senior Researcher at Project Ploughshares. He can be reached at kgallagher@ploughshares.ca.

Canada'’s Defence Industrial Strategy: Seeking Security

Through Arms Sales?

On February 17, 2026, the Government of Canada released
its new Defence Industrial Strategy. The strategy outlines a
substantial reorientation of the Department of National Defence's
procurement policy, with a goal of sourcing 70 percent of defence

procurement domestically within ten years.

To meet this goal, the strategy also calls for a 50 percent increase
in Canadian arms exports, to be achieved in part by streamlining

export permit approvals.

This initiative comes at a time when Canadian arms exports are
already at some of their highest levels in decades, and when

the government faces ongoing scrutiny regarding its under-
implementation of the Arms Trade Treaty, which requires
consistent and non-discriminatory human rights assessments for

all arms transfers.

Whether these ambitious targets can be met remains to be seen.
Canada’s treaty obligations, however, are not optional. - Kelsey

Gallagher
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3 Security, Sovereignty and F'rosper.ny:
CANADA'S DEFENCE
INDUSTRIAL STRATEGY
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https://cmcelectronics.ca/about-us/who-we-are/?utm
https://cmcelectronics.ca/sikorsky-selects-cmc-electronics-flight-management-systems/
https://peoc3n.army.mil/Organizations/PM-Tactical-Network/Network-Modernization/High-Capacity-Radio-Systems/
https://www.ccc.ca/en/resources/ultra-intelligence-and-communications/
https://www.canada.ca/en/department-national-defence/corporate/reports-publications/industrial-strategy/security-sovereignty-prosperity.html
https://ploughshares.ca/canadas-soaring-arms-exports-what-the-2024-numbers-reveal/
https://ploughshares.ca/situating-bill-c-233-within-canadas-arms-control-framework/

CIVIL SOCIETY IN ACTION

Reflections from Global Affairs Canada Consultations

After the Rupture: Disarmament, Risk, and Canada’s Search for Agency
By Jessica West

anuary’s civil society consultations on disarmament, non-proliferation, arms control, and
Jspace, convened by Global Affairs Canada, offered something more candid than many formal
disarmament meetings: a shared recognition that the debate has shifted. The central challenge is
no longer how to prevent rupture in the global security order, but how to operate—and act—in its
aftermath.

Across discussions on nuclear risk, emerging technologies, humanitarian disarmament, and
multilateral institutions, a consistent theme emerged. Long-standing arms control frameworks are
eroding. Humanitarian norms that Canada has worked for decades to build and sustain are being
sidelined—or openly abandoned—Dby some states. The result is not only heightened risk, but a
deeper sense of disorientation: familiar tools no longer work as intended, and established pathways
for meaningful action feel increasingly constrained.

Yet the discussions did not stop there. They also pointed to opportunity.

As traditional mechanisms falter, space is opening for middle powers to play a renewed diplomatic
role. Countries like Canada may not be positioned to dictate outcomes, but they are well placed to
convene, connect, and help rebuild common ground among actors navigating the same uncertainty.
This includes forging new partnerships across regions and issue areas and advancing practical
measures that reduce risk even when consensus is thin.

Participants also emphasized the growing entanglement across nuclear, cyber, space, and
emerging technologies. Rather than treating this complexity as a barrier, it can serve as a point
of convergence: shared vulnerabilities create shared interests in restraint, transparency, and crisis
prevention.

The task ahead is not simply to preserve what remains of the existing disarmament architecture,
but to adapt it to a changed world. For Canada, this moment offers a chance to help shape new forms
of cooperation, grounded in realism, focused on harm reduction, and capable of rebuilding trust
where it has been lost.

Reading the Room: Canada’s Arms Control Consultations

By Branka Marijan

A hat is one surprising thing about this year’s consultation on arms control and disarmament?”

one participant at the annual Global Affairs Canada meeting asked me. It was an important
question to reflect on. This year’s gathering, notably convened in January rather than the usual late
spring or fall, provided an early signal of shifting dynamics.

Reflecting on the meetings I had attended in November in Brussels, and on subsequent
conversations, I noted that I was struck less by what was said in the room than by what was felt
only indirectly: the full extent of urgency in these discussions is still not always immediately visible.
Yet the urgency is undoubtedly there.

The consultation took place just days after Prime Minister Mark Carney’s widely discussed
speech at the World Economic Forum in Davos, and many participants remarked on the unusually
unsettled moment in international security. The Prime Minister’s stark assessment, that the rules-
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CIVIL SOCIETY IN ACTION

Ploughshares staff past and present (from left: Cesar Jaramillo, Kirsten Mosey, Branka Marijan, Paul Heidebrecht, and Jessica West) are pictured in
Ottawa at the Global Affairs Canada consultation on disarmament, non-proliferation, arms control, and space in January, convened by Global Affairs
Canada. Project Ploughshares

based international order can no longer be taken for granted, hung in the background of many
exchanges. His sense of rupture was difficult to ignore for anyone observing the continued erosion of
the arms control architecture. Only days later, on February 4, the New START treaty between the
United States and Russia reached its expiration deadline, underscoring the fragility of the current
moment.

What was perhaps most notable in the discussions was the degree of shared concern, and, in many
cases, empathy, across communities. Civil society actors and government officials alike are grappling
with the convergence of new and emerging technologies even as long-standing security risks,
particularly nuclear weapons, remain unresolved and in some respects become more dangerous.

A central question throughout was the role that Canada, and middle powers more broadly,
can realistically play in advancing arms control and disarmament. Looking around the room,
one conclusion was difficult to avoid: for Canada to exercise meaningful influence, it will need to
invest more seriously in diplomacy and in building the specialized capacity required to address the
challenges posed by emerging technologies in arms control. This includes strengthening expertise
within both diplomatic institutions and civil society.

Whether the Canadian government will fully recognize the scale of this need remains uncertain. OJ
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NUCLEAR WEAPONS

After Containment

Canadain an
Expanding Nuclear
Era

Written by Jessica West

uclear order rarely collapses in a single
dramatic moment. It shifts gradually, un-
til the old boundaries no longer hold.

For more than sixty years, nuclear stability
rested on a fragile but recognizable architecture:
mutual deterrence, arms control agreements, and
an uneasy but real commitment to restraint. That
architecture is now under visible strain. Nuclear
weapons are being woven into broader strategic
competition at the very moment the agreements
and habits that once constrained them are weak-
ening.

The immediate signals of this transition are
increasingly visible. Russia’s repeated nuclear al-
lusions and signalling in the context of its war
against Ukraine have strained long-standing ta-
boos around nuclear use. The lapse of the last
remaining bilateral limits on U.S. and Russian
strategic forces has removed a central pillar of
predictability. Accusations of renewed nuclear
testing and pledges to respond in kind suggest
a competitive dynamic many believed had been
contained.

But the underlying transformation extends be-
yond treaty erosion or rhetorical escalation. Stra-
tegic missile defence initiatives such as Golden
Dome challenge the logic of mutual vulnerability
that underpinned deterrence stability. Emerging
technologies—space systems, cyber capabilities,
artificial intelligence—are increasingly integrat-
ed into the systems that detect threats and guide
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nuclear decision-making. Decision cycles are
shortening. Uncertainty is becoming embedded
within deterrence itself.

Nuclear weapons are no longer a distant ab-
straction, even in non-nuclear-weapon states like
Canada. Public debate has reopened questions
once thought settled.

How Nuclear Stability Was Actually
Sustained
The nuclear age is often remembered through de-
fining moments: Hiroshima and Nagasaki as acts
of foundational violence, and later crises—most
notably the Cuban Missile Crisis—as catastro-
phes narrowly averted.

But these stories center brinkmanship. They
obscure the longer story in between.

Stability was sustained not by crisis manage-
ment alone, but by institutions, routines, and
shared expectations designed to ensure that nu-
clear weapons were not used again. Arms con-
trol agreements, verification regimes, diplomatic
channels, and habits of communication acted as
shock absorbers—constraining rivalry without
eliminating it.

Countries like Canada rarely appeared in cri-
sis narratives. Their influence lay in reinforcing
this quieter architecture of restraint: supporting
non-proliferation, verification, transparency, and
the norm that security for middle powers did not
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NUCLEAR WEAPONS

The Moon Is Back. Can Peace Keep Up?

Artemis Il marks the return of humans to lunar
flight for the first time in more than half a
century. Among the four crew members is Jeremy
Hansen, reflecting Canada’s long-standing role in
human spaceflight and its commitment to lunar
exploration.

Beyond its symbolism, Artemis Il marks a deeper
shift: the normalization of cislunar space—the
region between Earth and the Moon—as an
operational environment for human spaceflight,
operations, and sustained presence. This shift
carries implications that extend well beyond
exploration.

Under international law, the Moon itself is reserved for exclusively peaceful purposes—a principle that remains
widely accepted. The challenge today lies not on the lunar surface, but in the space around it. Cislunar space is
becoming more active and more strategically significant, supporting tracking, communications, navigation, and
mission assurance for human and robotic exploration. Many of these functions are provided by state-backed
systems, because growing national interest and strategic competition are shaping how lunar activity is organized

and secured.

Operating between Earth and the Moon places a premium on cooperation. The lunar environment is unforgiving:
extreme temperatures, radiation, abrasive dust, and distance mean that failures are difficult to manage and rescue
options are limited. Safety depends on timely information-sharing, clear communication, and shared situational

awareness—especially as more states plan lunar missions.

There is no military conflict on or around the Moon. But the conditions that sustain peace are under quiet pressure
from competition, fragmentation, and the absence of shared practice. Experience in Earth orbit shows that
cooperation can erode gradually, not through confrontation, but as ambiguity and mistrust take root.

For Canada, where lunar exploration is a pillar of national space policy, Artemis Il is not only a milestone mission,
but an early test of how peaceful use can be translated into practice as human activity expands beyond Earth orbit.

- Jessica West

require nuclear ownership.
That scaffolding made deterrence survivable.

Deterrence Without Boundaries

What distinguishes the emerging era is not sim-
ply renewed competition. It is the simultaneous
thinning of stabilizing mechanisms and the ex-
pansion of nuclear deterrence into new domains
and new purposes.

Nuclear threats are used to shield conventional
aggression. Missile defence is framed not as a lim-
ited safeguard, but as a way to escape the logic
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of mutual vulnerability; a move that upends the
fragile stability of deterrence. New delivery sys-
tems and renewed testing accusations reinforce
competitive momentum.

Not every nuclear reference signals imminent
use. Collapsing all rhetoric into “threat” amplifies
fear and distorts judgment. As George Perkovich
argues, distinguishing allusion from preparation
is itself a stabilizing discipline.

At the same time, the technological environ-
ment surrounding deterrence is changing. Nucle-
ar command and warning systems increasingly
rely on space-based sensors, digital communica-
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NUCLEAR WEAPONS

tions networks, and data-processing tools that
are not exclusively military in origin or control.
Early-warning information moves through com-
plex infrastructures.

This is where the risk shifts. The central ques-
tion is no longer only how many weapons exist,
but how interconnected systems behave under
stress.

In this environment, deterrence is no longer
confined to a narrow nuclear domain. It inter-
sects with conventional conflict, cyber opera-
tions, space systems, and emerging technologies.
Boundaries that once separated nuclear and non-
nuclear risks are thinning. Deterrence is being re-
purposed, sometimes deliberately, sometimes by
default.

Canada in the Next Nuclear Era
Canada cannot insulate itself from this transi-
tion. It does not possess nuclear weapons, but it
is embedded in the political, technological, and
industrial systems that now shape nuclear risk.
The question is not whether Canada directs great-
power arsenals, but whether it helps contain the
expansion of nuclear roles before that expansion
becomes normalized.

Nuclear weapons remain the only weapons ca-
pable of inflicting immediate, large-scale devas-
tation across borders and generations. What is
changing is the context in which they operate,
and the number of pathways through which er-
ror or escalation could reach that destruction.
As deterrence becomes more tightly coupled to
space-based sensors, digital networks, missile de-
fence initiatives, and emerging technologies, the
margin for error narrows. Escalation may arise
not only from deliberate aggression, but from
misinterpretation within compressed and techno-
logically mediated decision cycles.

In this environment, leadership lies not in rhe-
torical escalation, but in defining and defending
limits—and in building the updated guardrails
this era requires.

Canada has long supported the goal of nuclear
disarmament. Preserving that goal now requires
preventing further normalization: if nuclear
weapons are increasingly invoked to shield con-
ventional operations or anchor technological
competition, their role will expand by default and
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become harder to reverse.

Canada can act to resist that drift. Reaffirming
that Canada will not seek nuclear weapons of its
own is only the starting point. It must also defend
clear limits on nuclear roles, encourage disciplined
interpretation of nuclear signalling, reinforce that
these weapons remain exceptional and dangerous,
and ensure that decisions in space governance, cy-
ber resilience, artificial intelligence oversight, and
defence industrial policy do not quietly expand
deterrence by default. Risk reduction measures,
transparency, and confidence-building should not
be treated as endpoints, but as part of a sequence
that preserves space for renewed constraint.

Such measures are not a concession to perma-
nence. It is a strategy for preserving the possibil-
ity of constraint. Abolition becomes plausible
only when nuclear weapons remain politically
costly, clearly bounded, and embedded within

frameworks of restraint.

Political Conditions and Public

Responsibility
Policy choices do not unfold in a vacuum. They
are shaped by public expectations about what is
normal, necessary, and inevitable. The earlier ar-
chitecture of nuclear restraint endured not only
because of treaties and diplomatic channels, but
because nuclear use remained politically unac-
ceptable.

As technological change accelerates and nucle-
ar rhetoric re-emerges, pressures to expand deter-
rence roles will intensify. Without countervailing
scrutiny, normalization can occur incrementally,
and almost invisibly.

Civil society sustains the political boundaries
within which governments operate by keeping
nuclear use publicly unacceptable. Risk reduc-
tion, restraint, and eventual disarmament do not
endure without that political foundation.

Canada cannot determine the trajectory of
global nuclear competition. But it can influence
whether nuclear weapons become more deeply
embedded in emerging security architectures or
remain constrained while space for future reduc-
tions is rebuilt. In a period of transition, leader-
ship will not be measured by expansion, but by
discipline—Dby the willingness to define limits be-
fore they disappear. O
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EMERGING TECHNOLOGY

The Autonomous
Conductor?

Al and the Future
of Command

Written by Branka Marijan

ew people outside defence circles spend

much time thinking about military com-

mand and control, or C2. Yet the way new
technologies are transforming command and con-
trol should concern a much wider audience than
defence analysts alone.

To avoid a jargon-heavy explanation of C2, a
useful analogy is that of an orchestra. The con-
ductor acts as the commander, setting the tempo
and style of a piece, while relying on the musi-
cians—the units—to execute specific notes. Suc-
cessful performance requires both centralized di-
rection and decentralized skill. At times, if condi-
tions allow, the conductor may delegate greater
autonomy, enabling musicians to innovate within
the broader framework of their guidance. Un-
like a concert hall, however, military contexts
involve life-and-death decisions, and increasingly,
countries are directly or indirectly introducing
artificial intelligence (Al) into front-line decision-
making.

As these technologies migrate from research
and development into active theatres of opera-
tion, the “orchestra” of command faces a pro-
found systemic shift. The drive for algorithmic
speed—the ability to process sensor data and
designate targets in seconds—threatens to com-
press the space available for human judgment
and moral deliberation. While military planners
argue that Al is necessary to manage the data-
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saturated “hyperwar” of the future, this evolu-
tion risks decoupling the chain of command from
the chain of accountability and may heighten es-
calatory dynamics.

In the future battlespace, if the conductor’s
role is increasingly sidelined, they risk becom-
ing a spectator to a lethal process they can no
longer effectively lead or interrupt. For the in-
ternational community, the challenge is there-
fore not purely technical. It requires deeper
understanding of how decision-making, hu-
man agency, and contextual human judgment
are transformed when Al-enabled tools and
decision-support systems are integrated into
military operations. As international discus-
sions on responsible military Al and autonoous
weapons struggle amid geopolitical uncertain-
ty, the need for a broader suite of governance
responses is growing more urgent.

Russia’s “Svod” System

Part of the urgency surrounding international
discussions stems from the rapid evolution of
battlefield management systems in contempo-
rary conflict zones, most notably Ukraine. Ana-
lysts have pointed to Russia’s reported roll out of
the “Svod” Tactical Situational Awareness Com-
plex as an illustration of how digital integration
is reshaping command structures in practice.
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Svod appears designed to bring together data
from multiple sensors, drones, reconnaissance as-
sets, and battlefield reporting, into a more unified
operational picture for commanders and forward
units. Russia is not a pioneer in this area. Indeed,
the United States and several other advanced
militaries have even more sophisticated systems
that they are using and developing.

In theory, such systems promise faster tar-
geting cycles and improved coordination across
dispersed forces. Promises of greater civilian
protection and more accurate targeting are
also often made. In practice, however, they also
reflect a broader shift toward more distributed
and digitally mediated forms of command. As
analyst Kateryna Bondar notes, Svod is less
centralized than some of the systems the Unit-
ed States and other Western countries have
sought to build under so-called joint concepts,
that is, efforts to connect all military branches
into a unified Al-enabled network for mission
execution.

This evolution is partly adaptive. Russian forc-
es have faced significant battlefield pressures that
exposed weaknesses in traditional, highly central-
ized command models. Notably, military analysts
point to Russian officers’ inability to make timely
decisions in individual engagements as one of the
motivating factors for the introduction of techni-
cal solutions. Systems like Svod aim to shorten
the sensor-to-shooter loop and enable faster tacti-
cal responsiveness at lower echelons. Yet the same
features that enhance speed and responsiveness
also introduce new risks.

First, greater automation and data fusion
can create automation bias, where human op-
erators over-trust machine-generated outputs,
particularly under time pressure. Researchers
Marta Bo and Jessica Dorsey also point to a
cognitive action bias, that is the “human ten-
dency to take action, even when inaction would
logically result in better outcome.” Second, the
fragmentation of decision-making authority
across networked units can blur lines of respon-
sibility when Al-enabled tools shape targeting
or operational recommendations. Third, highly
networked command systems may create new
vulnerabilities to spoofing, cyber intrusion, or
data manipulation, risks that are amplified in
contested information environments. In short,
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systems like Svod make command faster and
structurally different.

Moreover, the Ukrainian context continues to
demonstrate the accelerating role of technology
in warfare, with new systems being tested and de-
ployed even as efforts to end the conflict, which
has devastated the country and its population,
repeatedly falter. In such a context, the sustained
operational tempo and cognitive load placed on
commanders, often over years of continuous
conflict, introduce additional human and organi-
zational challenges that are contributing to the
seeking of technical solutions for the pressures
the commanders carry.

The Human Role Under Pressure
Much of the policy debate on autonomous weap-
ons as well as military Al has focused on whether
machines will make lethal decisions indepen-
dently. This remains a critical concern. However,
Al-enabled decision support systems as discussed
above add another subtler layer that influences
rather than formally replaces human decision-
makers.

Decision-support tools can narrow perceived
options, prioritize certain targets, or shape situ-
ational awareness in ways that materially affect
the human commander’s judgment. As research-
ers at the Center for War Studies at the University
of Southern Denmark note, “when a system pres-
ents a human with one option of a set of limited
options, it makes it challenging to choose other
pathways.” Over time, this can produce what
might be described as a form of cognitive com-
pression, where the human remains nominally in
charge but operates within increasingly machine-
shaped parameters.

Reporting from Gaza has illustrated the risk of
human rubber-stamping of Al-enabled decision-
support systems. Some targeting decisions were
reportedly made in as little as 20 seconds, and in
practice reduced human decisions to confirming.

The orchestra analogy again becomes instruc-
tive. The risk is not only that the conductor dis-
appears, but that they continue to stand on the
podium while the tempo, score, and cues are in-
creasingly set elsewhere.

For militaries operating under intense time
pressure and information overload, the appeal
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Decision-support tools can narrow perceived options, prioritize

certain targets, or shape situational awareness in ways that materially

affect the human commander’s judgment ... Over time, this can produce what

might be described as a form of cognitive compression, where the human

remains nominally in charge but operates within increasingly machine-shaped

parameters.

of Al-enabled systems is clear. But the cumula-
tive effect may be to erode human agency not
only through a single handover to autonomy, but
through incremental shifts in how decisions are
framed, accelerated, and executed.

Implications for International Security
These developments carry significant implica-
tions for strategic stability and responsible mili-
tary Al governance.

Faster targeting cycles and compressed deci-
sion timelines can increase the risk of inadvertent
escalation, particularly in crises where ambiguity
is high and human verification windows shrink.
Distributed, Al-enabled command systems may
also complicate traditional accountability frame-
works under international humanitarian law, es-
pecially where responsibility becomes diffused
across human-machine teams.

For middle powers such as Canada, states that
often emphasize responsible technology use, the
challenge is twofold. First, they must understand
the operational realities driving Al adoption in
military contexts and how various systems inter-
act, especially in coalition environments. Second,
they must help shape norms, confidence-building
measures, and governance frameworks that pre-
serve meaningful human agency in increasingly
automated battlespaces. The latter is particu-
larly necessary given that, for now, the United

States and China appear disengaged from many
of the governance efforts aimed at establishing
guardrails on the expanding role of Al in mili-
tary contexts.

Keeping the Human Conductor in Control
The future of military command is unlikely to
be fully autonomous, nor will it remain comfort-
ably human-centric. Instead, it will be defined by
increasingly complex human—machine partner-
ships.

The central policy question, therefore, is not
whether Al will enter command and control (it al-
ready has), but whether governance frameworks,
operational doctrine, and system design will evolve
quickly enough to ensure that human judgment
remains both meaningful and accountable.

If the orchestra is already playing faster, the
task ahead is to ensure the conductor can still
shape the music, and, when necessary, bring it to
a halt. Or indeed to consider whether the change
in tempo is actually necessary in a particular
context, or is a result of what Professor Zena As-
saad calls a “fabricated fear of falling behind.”
As research on orchestras found, a conductor who
has greater control also produces superior results.
Ultimately, it is government decisions that de-
termine the score and decision-makers must be
clear-eyed about how their choices will shape so-
cietal outcomes. O

Branka Marijan is a Senior Researcher at Project Ploughshares. She can be reached at bmarijan@ploughshares.ca.
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When Trust Breeds
Vulnerability

n a morning in May 2023, an Al-generated

image depicting an explosion near the Pen-

tagon circulated widely online, prompting
brief confusion in global information and finan-
cial markets before being debunked by U.S. au-
thorities and major media outlets. Although en-
tirely fake, the image appeared credible enough
to demonstrate how quickly synthetic content
can trigger real-world reactions before verifica-
tion mechanisms can respond.

The incident lasted only minutes, but it ex-
posed a deeper national security vulnerability—
one that matters not only to the United States
but to all open, digitally connected democracies,
including Canada. Al-generated falsehoods can
spread doubt among citizens faster than institu-
tions can verify, correct, or respond. In today’s
security landscape, speed matters. It allows influ-
ence operations to operate in the space between
peace and war—often described as the grey
zone—where actors pursue advantage through
ambiguity, deniability, and manipulation rather
than overt force.

Al-driven mis- and disinformation intensify
these dynamics. By generating realistic text, im-
ages, audio, or video at scale, Al enables decep-
tive content to spread faster than responsibility
can be assigned or trust restored. For Canada,
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this means that threats to national security in-
creasingly emerge not through direct attack, but
through the erosion of trust during moments of
uncertainty.

A Defence Issue: Influence, Speed, and

Instability
In Canada and around the world, mis- and dis-
information are no longer merely social media
nuisances. They have become security threats,
undermining public trust precisely when institu-
tions need it most. When people cannot distin-
guish verified information from intentional ma-
nipulation, trust in elections, emergency alerts,
scientific advice, and public leadership erodes,
creating fertile ground for grey-zone competition
in which uncertainty itself becomes a strategic
weapon.

Misinformation and disinformation have long
been part of international competition, from
Cold War-era propaganda broadcasts to covert
“active measures” campaigns. What has changed
is the speed and scale. Artificial intelligence has
dramatically reduced the cost, time, and effort re-
quired to conduct influence operations, enabling
hostile actors to overwhelm information environ-
ments faster than institutions can respond. Cana-
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Spain Hosts the Third REAIM Summit

A critical international meeting on the responsible application of Al in the
military domain took place from 4-5 February in A Corufia, Spain. This
marked the third gathering of the multistakeholder REAIM (Responsible Al
in the Military Domain) initiative, originally spearheaded by the Netherlands
and the Republic of Korea. The first meeting was held in The Hague and the

second in Seoul.

Spain, as a gracious host to a wide range of representatives from states,
industry, academia, and civil society, sought to place ethical concerns at
the centre of the discussion while acknowledging the need for a clearer
understanding of the norms and regulatory frameworks guiding the

research and development of military Al systems.

Photo t-)y Mano Harjani

There is a growing recognition that states and militaries must take a life-cycle approach to weapon systems,
embedding responsible use from research and development through deployment and ultimately to
decommissioning. This recognition is important. It reflects an understanding that accountability cannot be confined
to the point of use, but should extend across the full operational life of Al-enabled systems, including ongoing

monitoring and periodic reassessment.

Still, the path toward more formal rules remains long. Both the United States and China were largely absent from
the discussions. A Chinese delegate speaking from the audience during one panel reiterated Beijing's position that
it does not view itself as engaged in an Al arms race with any country. The United States, meanwhile, maintained a
low profile and, for the first time, did not sign the REAIM outcome document, having endorsed the previous two.

States will have another opportunity in June to continue the dialogue and consider next steps when they convene

in Geneva for a three-day meeting. - Branka Marijan

da’s intelligence agencies, including the Commu-
nications Security Establishment, have repeat-
edly warned that hostile states employ digital
influence operations to undermine democratic
processes, a concern reflected in recent national
cyber threat assessments.

Generative Al models can rapidly produce syn-
thetic videos, voices, or written materials that
mimic official news or policy announcements,
generating thousands of tailored variants in the
time it takes institutions to issue a single cor-
rection. During the early stages of Russia’s war
against Ukraine, a widely reported deepfake vid-
eo falsely showed President Volodymyr Zelensky
calling on Ukrainian troops to surrender, illus-
trating how future operations may seek to blur
the line between truth and fiction rather than re-
lying solely on force.

For national defence, the risk lies not only in
deception itself but in the instability it creates.
Mis- and disinformation distort the information
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environment precisely when decisions must be
made quickly, information is incomplete, and the
costs of error are high. Fake alerts, fabricated
military movements, or deepfake government
statements can delay decision-making, compli-
cate coordination with allies, and increase the
risk of miscalculation.

A Human Security Issue: Environmental
Crises and the Information Fog
Al-driven mis- and disinformation also pose sig-
nificant threats to human security during envi-
ronmental crises. The United Nations Develop-
ment Programme has cautioned that artificial
intelligence accelerates climate-related mis- and
disinformation, weakening scientific consensus
and distorting public discussions on mitigation

and adaptation.
Environmental crises are inherently disorient-
ing, and opportunistic actors are quick to exploit
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that uncertainty. Government reporting empha-
sizes that deepfakes, synthetic audio, and fabri-
cated expert commentary make it harder for the
public to judge what is credible, undermining not
only immediate safety but longer-term trust in
environmental governance. As climate impacts
intensify, Al-driven disinformation compounds
risk not by harming ecosystems directly, but by
weakening social and institutional resilience.

Canada is already confronting environmental
disasters on a scale once thought exceptional.
Recent wildfire seasons in Canada have triggered
mass evacuations, degraded air quality across
North America, and strained emergency services,
underscoring the importance of trusted public in-
formation during crises.

An effective response during these moments
relies on trusted information: evacuation notices,
fire maps, air-quality alerts, and official guid-
ance. When Al-generated falsehoods circulate
alongside legitimate communications, public con-
fidence erodes, compliance declines, and protec-
tive action may be delayed.

A Technology Governance Issue: Falling
Behind the Pace of Change

While AT accelerates the spread of mis- and dis-
information, governance responses remain slow
and fragmented. Canada lacks a specific federal
framework for Al-generated political content,
and the proposed Artificial Intelligence and
Data Act (AIDA) stalled when Parliament was
prorogued in early 2025. Meanwhile, generative
tools continue to evolve at a rapid pace.

Public concern continues to rise. Analysis by
Policy Horizons Canada highlights growing pub-
lic anxiety about Al misuse and skepticism about
existing safeguards. At the same time, both gov-
ernment and civil society lack uniform standards
for verifying Al-generated content, responding to
deepfake incidents, or coordinating across juris-
dictions. Detection tools lag behind increasingly
sophisticated generative systems, widening the
gap between technological capability and institu-
tional response.

When Trust Becomes a Vulnerability
Canada’s vulnerability lies less in institutional
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weakness than in institutional trust. High pub-
lic confidence in government, science, and media
means that false information designed to appear
authoritative can spread quickly and cause harm
before it is corrected. In a small, highly connected
information environment—with responsibilities
divided across multiple levels of government—
uncertainty can slow response and complicate
attribution. Canada’s careful, evidence-based ap-
proach to public action, normally a strength, can
in this context give disinformation campaigns
time to take hold, particularly during crises when
speed and clarity matter most.

Trust as the New Battleground

Al has not created misinformation, but it has
transformed its strategic impact by accelerating
its speed, expanding its reach, and intensifying
its psychological effects. Across national de-
fence, emergency response, and public decision-
making, one lesson stands out: trust now erodes
faster than institutions can verify, correct, or
restore it.

This dynamic lies at the heart of grey-zone
competition. Al-driven mis- and disinformation
exploit ambiguity and doubt not only in geopo-
litical rivalries abroad, but also during domestic
crises at home. The result is a weakening of pub-
lic trust in elections, emergency response, and
government decision-making, all without the use
of open force.

In this landscape, the battleground is not ter-
ritory but trust. Canada faces a choice: allow Al-
driven grey-zone tactics to outpace institutional
adaptation, or recognize that safeguarding trust
is now a core component of national security. The
challenge is not only defending facts, but main-
taining the public’s capacity to discern—and be-
lieve—when something is true. O

* Ishmael Philip Carrey was a Research Intern at Project
Ploughshares through the Technology Governance Initiative
at the Balsillie School of International Affairs, with support
from Mitacs. This article forms part of a broader research
collaboration supported by the Department of National
Defence’s MINDS (Mobilizing Insights in National Defence
and Security) program, in partnership with the University of
Guelph, focused on public engagement at the intersection
of environmental risk and national security in the grey zone.
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Autonomous North

Geopolitics, Al,
and Climate

Written by Kianna Low-A-Chee*

an exception to global geopolitics: a zone of

peace, disarmament, and pragmatic coop-
eration. This idea of Arctic exceptionalism took
hold in policy and academic circles alike. Yet cli-
mate change and renewed great-power competi-
tion have steadily eroded that narrative. What
was once protected by ice, distance, and inhos-
pitable conditions is now increasingly accessible
and contested.

The Arctic is warming roughly four times faster
than the rest of the world. As glaciers retreat and
permafrost thaws, new shipping routes and natu-
ral resources, including critical minerals, are be-
coming reachable. For now, Arctic shipping lanes
are accessible only during the summer months
and still costly to navigate. But scientists esti-
mate that the Arctic Ocean could be largely ice-
free by 2040. As navigation becomes feasible for
longer periods each year, as much as 5% of global
shipping could eventually be diverted northward.

This transformation has direct implications for
Canada. Forty per cent of Canada’s territory lies
in the Arctic, making it central to the country’s
security, economy, and environmental steward-
ship. While geography once insulated the region,
climate change is dissolving that buffer. At the
same time, emerging technologies underpinned
by artificial intelligence (AI) are becoming criti-
cal to how states monitor, manage, and compete
in the North.

I n the 1990s, the Arctic was widely framed as
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Why the Arctic Matters for Canada

The strategic importance of the Arctic is now
explicitly reflected in Canadian policy. Canada’s
2024 defence policy, Our North. Strong and Free:
A Renewed Vision for Canada’s Defence places the
region at the centre of national security planning.
Concerns are becoming realities as US President
Donald Trump threatens Greenland's sovereignty
and states that stand with it. Although Trump
has rolled back proposed tariffs, world leaders
have taken note of the United States’ apparent
disregard for the rules-based international order.

Canadian Prime Minister Mark Carney took
notice of the decline at the January 2026 meet-
ing of the World Economic Forum, acknowledg-
ing the emergence of a “new world order.” Rather
than treating China solely as an adversary, Car-
ney and Chinese President Xi Jinping reportedly
found common ground when discussing Green-
land and the Arctic. This shift reflects what is be-
ing described as a ‘new pragmatism’ for Canadian
foreign policy with implications for Canada’s role
within an evolving geopolitical and technological
order.

Introducing Al to the Arctic
This recalibration of Canadian foreign policy
sets the stage for a closer examination of how
emerging technologies, particularly artificial in-
telligence, are contributing to Arctic governance
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and security. Al is a foundational technology for
modern economies, green transitions, and mili-
tary operations. The Canadian Armed Forces and
the Department of National Defence have com-
mitted to integrating Al across their operational

‘ ‘The environmental shifts in the Arctic

have positioned the region at the intersection of
geopolitical competition and technological innovation.
For Canada, the primary challenge lies in developing

a framework for engagement that balances national
security with environmental stewardship.

capabilities, including maritime awareness and
surveillance. The Roval Canadian Navy is cur-
rently trialing Al-enabled systems to enhance
situational awareness in northern waters.

Yet AI’s significance in the Arctic extends be-
yond defence. As a dual-use technology, it offers
tools for environmental monitoring, climate pre-
diction, sustainable resource management, and
human security. In a region where physical pres-
ence is costly and often dangerous, Al-enabled
remote sensing offers the promise of a means to
“see” the Arctic continuously and at scale.

Capitalizing on Dual-Use Al

Private and community-driven initiatives dem-
onstrate some of this potential. In 2021, Pol-
Arctic piloted software that blends Indigenous
knowledge, scientific data, and remote-sensing
techniques to identify previously undiscovered
fishing locations. The system supports sustain-
able fisheries management while also improving
navigation through sea ice, an example of how
local knowledge and advanced technology can re-
inforce one another.

Such capabilities are of growing interest to
militaries worldwide. The United Kingdom, for
instance, has invested £544.000 in a project by the

22 THE PLOUGHSHARES MONITOR

Alan Turing Institute to enhance Arctic detection
capabilities. PolArctic’s “digital twin” model cre-
ates virtual representations of physical environ-
ments offering insights not only for defence but
also for shipping, environmental protection, and
infrastructure planning.

Traditional approaches to
domain awareness rely heav-
ily on sustained human pres-
ence, which is uniquely chal-
lenging in the Arctic. Polar
night, extreme weather, and
vast distances limit patrols
and surveillance. Canada’s
North Warning System cur-
rently consists of just 46 ac-
tive radar sites across the
entire northern region. Rec-
ognizing these constraints,
Canada has committed $38.6
billion over the next two de-
cades to modernize NORAD.

Expanding remote sensors and integrating
them with AI could enhance defence capabilities
while simultaneously advancing climate science.
Doing so would allow Canada to establish com-
prehensive environmental baselines—something
that does not yet exist for much of the Arctic.
Without such baselines, it is difficult to measure
or respond effectively to environmental change.

With better data, Al systems can also model
impacts on wildlife and communities. As sea ice
melts, migration patterns shift and encounters
between humans and wildlife become more fre-
quent. In Nunavut, Al-enabled radar systems
now warn communities of nearby polar bears.
Originally developed for military use, these sys-
tems automatically notify residents and can trig-
ger non-lethal deterrents, such as lights or noise,
to prevent dangerous encounters.

Environmental Costs and Trade-offs
Still, AT is no environmental panacea. Data centres
consume vast quantities of water for cooling, while
the chips that power Al systems depend on critical
minerals often sourced from environmentally sen-
sitive regions. Al’s energy demands are also grow-
ing rapidly. In 2025, Al usage emitted roughly the
same amount of carbon dioxide as New York City.
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In the Arctic, this creates a vicious cycle. Ris-
ing global emissions accelerate warming, open-
ing new shipping routes. Increased shipping then
produces additional emissions—carbon dioxide,
nitrous oxide, and sulfur oxides—that further
degrade the environment. These gases contribute
not only to warming but also to ocean acidifica-

tion and declining oxygen levels, reducing the
ocean’s capacity to regulate the climate.

Strategic Outlook and Policy Priorities
The environmental shifts in the Arctic have posi-
tioned the region at the intersection of geopoliti-
cal competition and technological innovation. For
Canada, the primary challenge lies in developing
a framework for engagement that balances na-
tional security with environmental stewardship.
While Al-enabled systems offer significant po-
tential to enhance regional safety and resilience,
their deployment must be guided by clear ethical
and operational standards.

At the heart of Arctic exceptionalism was co-
operation. Restoring a measure of that excep-
tionality will require deliberate policy choices.
For example, Canada should work collaboratively

UNIVERSITY OF

S\,
%&P University College @ WATE R LOO

MASTER OF PEAGE AND

ARCTIC SECURITY

through the Arctic Council to establish a compre-
hensive environmental baseline. By leveraging its
long-standing leadership experience on the Coun-
cil, Canada can foster the technical cooperation
necessary to monitor climate impacts accurately
and focus on shared scientific inquiry.

The Arctic is no longer insulated from global
pressures. But with prudent governance, cooper-
ative frameworks, and careful use of Al, Canada
can help ensure that the High North remains a
model for responsible adaptation and regional sta-
bility in an evolving world. Ultimately, the Arctic
serves as the definitive testing ground for Cana-
da’s 'principled pragmatism'—a region where the
nation must reconcile intensifying global compe-
tition with the stark realities of geography while
proactively asserting its sovereign interests. [J

*Kianna Low-A-Chee was a Research Intern at Project
Ploughshares through the Technology Governance Initiative
at the Balsillie School of International Affairs, with support
from Mitacs. This article is part of a research project
supported by funding from the Mobilizing Insights in Defence
and Security (MINDS) program of the Canadian Department
of National Defence, examining Canada’s role as a middle
power in a shifting geopolitical and technological order.
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Project Ploughshares was built
for this moment
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Since 1976, Project Ploughshares has advanced policies and actions that
prevent war and armed violence and build sustainable peace. Over the
coming year, we look forward to celebrating those efforts and renewing our
commitment to turn swords into ploughshares.

Thank you for being part of our journey!

Every contribution helps us build a safer world
— one policy, one partnership, one generation at a time.
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